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The Security Industry Association (SIA) looks forward to 2019, and it is apparent that
physical security is moving into its most formative years. Changes presented by emerging
technology, open systems and growing connectivity among devices and sensors will make a
big difference for manufacturers, systems integrators/dealers and end users.
With a more open, connected environment come cyber risk and data privacy concerns – which is
why, in SIA’s 2019 Security Megatrends, cybersecurity’s impact on the physical security industry
ranks number one on the list. Cybersecurity is affecting all areas of the industry landscape, from
security implementation to attracting top talent to the workforce.

Digital Transformation
The digital transformation we are experiencing impacts many other parts of the security industry as
well, bringing opportunities like evolving identity management and collecting and delivering big data
to customers. At this critical point in the industry’s development, it is important to embrace change,
leverage disruptive technology in ways that give companies a competitive advantage.

To determine this year’s Megatrends, SIA surveyed hundreds of executives
from member companies

To determine this year’s Megatrends, SIA surveyed hundreds of executives from member
companies, along with current and recent Securing New Ground speakers and attendees, to identify
which previous trends were still relevant, which trends were no longer as impactful and which broad
trends should be added to our report.

This Year’s Security Megatrends
1. Cybersecurity’s Impact on Physical Security: It is important to prioritise cybersecurity for your
business, your customers’ business and the vendors with which you work. This trend calls for
continual process improvement and investment.
2. Internet of Things (IoT) and the Big Data Effect: The security industry makes use of IoT,
analytics, artificial intelligence (AI), robotics and more, and data is coming from everywhere. The
industry now faces the challenge of effectively managing and segmenting this information to be
pertinent to the user.
3. Cloud Computing: Cloud platforms and applications are becoming prevalent across security
solutions. This technology helps security integrators provide managed services and the advantages
of off-site systems and services to customers.

4. Workforce Development: With historically low unemployment, finding skilled employees is a
challenge to the whole security industry. Security stakeholders need talent with IT, cybersecurity, AI
and even privacy expertise, presenting a need to grow students’ interest in the industry.
5. AI: Research firm Gartner predicts a new “democratisation of AI” that will impact more
organisations than ever before. Companies are now testing this technology before offering it to
customers and exploring how AI data can be used to improve security threat assessment and
response.
6. Emphasis on Data Privacy: Growing connectivity brings new concerns over data privacy.
Finding the balance between security and convenience is a dilemma the industry must now address.
7. Move to Service Models: The newest home security technologies are strongly impacting
installing companies. Systems integrators must find ways to focus on services customers want and
need and move to managed service models to make up revenues.
8. Security Integrated in Smart Environments: As everything becomes connected, smart
environments will begin to proliferate. Buildings and cities are becoming more conscious, with
connected systems now able to automatically respond to and even anticipate the needs of facility
users and citizens. We must continue to find ways to make these environments smarter and safer.
9. Identity of the Future: With facial and voice recognition and biometrics growing in popularity and
appeal, how will we enter buildings and access networks tomorrow? The industry will anticipate and
adapt to constant technological change in identity and visitor management.
10. Impact of Consumer Electronics Companies: The influx of consumer electronics companies
and DIY systems means changing rules and players in the security industry. This disruption
presents both challenges and opportunities for security companies.
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