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advanced contactless smart card system

R REE R W £ [ &)
b ok i SR §

e
L

R,

q'l_s‘;'f‘!‘*. :

e i o

e,

Key applications & standards

ticketing

Fully scalable — fully flexible

The LEGIC advant™ line has been developed to ideally support the design
and realisation of access control and other person related service appli-
o .

cations providing a maximum of security, scalability and cost-effective
investment protection.

Due to its advanced security features and ISO compliance with ISO 15693

14443 and the LEGIC RF standard, the product line is suitable for smart card
projects, such as ticketing or government ID solutions, general access cont-

;EaGnldCade fgggig}fgys rol and related high security applications including IT access, biometrics, as

well as single- and multifunctional company and leisure cards



Benefits that matter
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[} Efficient and convenient
application and reader design —
convenient integration and net-
work connectivity
The LEGIC advant product line sup-
ports simple and fast integration

Additional target applications -

single or multiapplications

8:32am
5:03pm

time & biometrics |T-access ) ) )
attendance into applications as well as upgrades
from existing technologies such as
IAI <§> barcode, magnetic stripe or 125 kHz
dentify oyalty e proximity ;ystgms through its inte-
grated application protocols.
7" Convenient hardware integration and
IH\} network connectivity is supported
through the integrated common host
parking leisure member- )
ship interfaces.

Application protocols:
- Omron

- Wiegand formats

- BPA9 subset

Host interfaces:

- SPI

- RS232
- RS485

E Your choice of industry standards

and reading ranges
The LEGIC advant product line sup-
ports multiple industry standards
giving you the choice between the
following standards and respective
reading ranges:

- ISO 15693:
Read/write for vicinity standard
applications with reading distance
from proximity up to hands-free
(70 cm and above*). Reads unique
serial number of all ISO 15693-3
type transponders.
ISO 14443A
Read/write for proximity standard
applications with reading distance
of up to 10 cm. Reads unique
number of all ISO 14443A type
transponders.
LEGIC RF standard
Read/write of all LEGIC prime
products and application standard
formats on LEGIC smart from pro-
ximity up to hands-free distance
of approximately 70 cm*.

* Max. reading range depends on requirements

of national spectrum management authorities,

antenna, transponder and surroundings.
Mixed standard operation
LEGIC advant modules can operate
with mixed standards at the same
time and allow to run systems
with cards of different standards.
This offers seamless merging and
migration possibilities of your card
population.



Benefits that

EJ Advanced high security - tailor-
made for each application
LEGIC advant provides powerful
security covering the data and appli-
cation in your contactless system all
the way from the host to the storage
of data on the transponder, providing
the right degree of protection in an
open standard world.
Security features include:

Secure access

- unique serial numbers for
transponders and modules
mutual authentication
advanced cryptographic data
transmission and storage along
complete data path from host
to transponder

user-definable read and write

access protection

Secure payment

secure reading and writing of
data

Host /
Ext. controller / PC

Reader

matter

Configurable bi-level encryption
Either LEGIC's encryption standard
or advanced high security encryption,
based on the open industry stan-
dard algorithms DES / 3DES, can be
enabled for each application and data
path, providing strong protection for
data and applications. This makes the
product suitable for use in IT-access,
high-value payment, biometrics or
governmental solutions such as 1D
cards.

Example: three applications using different levels of encryption.

Data memory
on transponder

)

Host interface

Air interface Data storage

Highly secure IT-access - LEGIC LEGIC
Application 1 (o == encryption encryption
access
I 0 © DES DES DES
Application 2 i V) encryption encryption encryption
payment
3DES 3DES 3DES
Application 3 @ encryption @ encryption @ encryption

IT-access



Benefits that matter

A Powerful control and manage-

ment of your system and instal-
lation

The LEGIC authorisation tokens pro-
vide you with powerful, impassable
control over your card population,
applications and the overall installa-
tion.

LEGIC's highly proven Master-Token
System Control (MTSC) authorisation
system lets you design your security
and control concept on a high level
based on your own unique Master-
Token. Its inheritance-based Auto-
matic Key Manager (AKM) organises
the handling of the data access rights
of each card, their individual applicati-
ons and its readers according to your
defined system structure.

3 Plug & play multiapplications

With LEGIC advant you can realise
multifunctional cards with up to 127
independent applications of various
memory size on a single transponder.
Thanks to the variable memory alloca-
tion and the dynamic segment search
functions, LEGIC allows to easily rea-
lise multiapplication schemes with a
high degree of flexibility. The power-
ful dynamic multiapplication handling
makes it simple to combine various
applications of different type, memo-
ry size, supplier and ownership on a
single transponder. This is particular-
ly beneficial if additional applications
have to be added to a transponder
that is already in use.

Business example: staff badges

Leading multinational corporations
use the proven multi-functionality of
LEGIC for one-for-all cards: access
control, time & attendance, payment,
parking. LEGIC's powerful control
system makes its management easy
to handle. One card is able to carry
exactly the functionalities its bearer
needs and you always keep control.

Master Token System Control based authorisation

Master-Token A

h&‘
=

Access Terminal

oA

Card

Master-Token B

mO

)))))

Memory segment
access keys

[ User-programmable universal
reader module
The highly integrated
Security Module offers a maximum
of development convenience and
integration possibilities. With its inte-
grated programmable controller and
its versatile peripherals support, the
Security Module allows easy-to-reali-
se, cost-effective and highly compact
solutions without the need for exter-

nal processor components.

universal

Ticketing — contactless leisure fun




Modular reader products
LEGIC advant’s cost-effective modular family of reader chip sets (SC) and the reader module (SM) allows you to easily

B* We e

expand functionality.

SC-2140/C SC-2240/C SC-2560/C SM-2570/C RXM-0020
Range* up to 10 cm up to 15 cm up to 25 cm up to 25 cm 70 cm-approx 1.2 m**
RF interface LEGIC RF standard | LEGIC RF standard | LEGIC RF standard | LEGIC RF standard | LEGIC RF standard
ISO 14443 A ISO 15693 ISO 15693 ISO 15693 ISO 15693
ISO 14443 A ISO 14443 A
Host interfaces and SPI SPI SPI SPI n.a.
protocols RS232 RS232 RS232 RS232
Wiegand Wiegand RS485 RS485
Omron Omron Wiegand Wiegand
Omron Omron
BPA/9 (Subset) BPA/9 (Subset)
Encryption LEGIC encryption LEGIC encryption LEGIC encryption LEGIC encryption n.a.
standard, standard, standard, standard,
DES, 3DES DES, 3DES DES, 3DES DES, 3DES
Initialisation function - - Yes Yes n.a.
Software download - - Yes Yes n.a.
Interface for keyboard,
displays, ect. - - - Yes n.a.
User-programmable
controller - - - Yes n.a.
Compatible transponders ATC..-MP... ATC..-MV... ATC..-MP, ATC..-MV | ATC...-MP, MV... ATC..-MV...
MIM256, MIM1024 | MIM256, MIM1024 | MIM256, MIM1024 | MIM256, MIM1024 | MIM256, MIM1024
High-Level command library
for Cash/Value handling... Yes Yes Yes Yes n.a.
Cash Standard with SC-2140C with SC-2240C with SC-25660C with SM-2570C n.a.

*  Max. reading range depends on used RF standard, the requirements of national spectrum management authorities, antenna, transponder and surroundings.
** Combined with CS-.../ SM-... modules. Depending on gate configuration and antenna.

Range Extension Module - RXM product line, saving you both time ment of proto-

To maximise user comfort and rea- and cost to realise convenient hands- types. It comes

ding distance, the LEGIC advant Ran- free solutions. with a develop- ] . :

ge Extension Module RXM extends ment board with :

the standard reading ranges of the Development Kit a SC-2560/SM-2570, antenna, set of

LEGIC advant reader products up to The LEGIC advant Development Kit transponders and a CD ROM with
hands-free distance for LEGIC RF supports the easy development of Development Software and related
and ISO 15693 standards. The Range readers and application software. It documentation.

Extension Module combines with all is particularly useful to evaluate the

reader products of the LEGIC advant technology and the rapid develop-

Choice of crypto transponder chips
The LEGIC advant product line offers you the choice between the ISO standard crypto transponder types:

ATC1024-MP ATC2048-MP ATC256-MV ATC1024-MV
Memory size 1024 Byte 2048 Byte 256 Byte 1024 Byte
ISO standard ISO 14443 A ISO 14443 A ISO 15693 ISO 15693
Cryptographic authentication |64 Bit 64 Bit 64 Bit 64 Bit
Max. of applications 127 127 30 127
Memory segmentation dynamic dynamic dynamic dynamic
Application segment size variable variable variable variable

In addition to LEGIC RF standard transponder family MIM256, MIM1024.

The information herein is subject of change without prior notice. Please consult LEGIC® Identsystems for the most current information and availability.
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Your benefits: LEGIC advant - for single
| |Multi-standard compliant with ISO 15693, 14443 and LEGIC RF standard or multiapplications
| |Choice of standards and reading ranges from proximity to hands-free
| |Advanced high security for fraud protection @
| |Easy and cost-effective application and reader design "g
| |Scalable functionality for your card access parking payment
Unique control capabilities for cards, applications and installation o
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Cost-effective through expandable functionality
[ High investment protection

E
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[ interoperability through high-level application standards ticketing leisure Dpemaer
8:32 am
Key features: 5:03pm ﬁ ;
B Multi-industry standard compliant (13.56 MHz read/write) +8.3h
time & biometrics IT-access

B Simultaneous mixed-standard operation

[ Read/write range from proximity up to hands-free
.Advanced high security, DES / 3DES encryption
[ Choice of state-of-the-art crypto transponders L

attendance

>
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[ Versatile application protocol and peripherals interface identify loyalty collect data
B User programmable intelligent controller on reader module
[ Download function for extensions and upgrades RF standards

[ Master-Token System Control and Automatic Key Management

B Plug & play multiapplications @ 13.56
[ Cost-effective modular system MHz
ISO LEGIC RF contactless

technology



